beyondtrust

BeyondTrust Report:

Reducing the Threat from Microsoft
Vulnerabilities:

92% of Critical Vulnerabilities can be
Mitigated by Removing Admin Rights

This BeyondTrust Report investigatess AT I OO1 1 AOAAEI EOCEAO DPOAI EOE
Bulletins and reports on vulnerabilities that are mitigated by configuring users to operate without
administrator rights. The results show that companies can reduce the threat from Microsoft
vulnerabilities, experience greater protection from zero-day threats and reduce risk by removing
administrator rights.
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Executive Summary

Microsoft and their partners are regularly identifying new security vulnerabilities in Microsoft
software. In 2008 Microsoft published nearly 80 security bulletins documenting and providing
patches for over 150 vulnerabilities. However, vulnerabilities take time to identify and patches take
time to apply. During this period, threats can damage a corporate network. It is important that
companies implement general best practices that can reduce the severity or prevent the
exploitation of undiscovered or unpatched vulnerabilities. By examining already published
Microsoft vulnerabilities, this report quantifies the effectiveness of removing administrator rights
at mitigating vulnerabilities.

An examination of all vulnerabilities documented by Microsoft in Security Bulletins issued in 2008,
reveals that configuring users to operate without administrator rights enables organizations to
mitigate the effects of 92% of Critical Microsoft vulnerabilities. Furthermore, by removing
administrator rights companies will harden their endpoint security against the exploitation of 94%
of Microsoft Office, 89% of Internet Explorer, and 53% of Microsoft Windows vulnerabilities. Of the
total published vulnerabilities, 69% are mitigated by removing administrator rights.

About the Data Collection and Analysis

Microsoft publishes a Security Bulletin Summary each month to notify customers of the security
updates they have made to address vulnerabilities in Microsoft products. The security updates are
released on the second Tuesday of the month, commonly known as patch Tuesday. Individual
Security Bulletins, identified within the monthly summaries, each describe a set of vulnerabilities
and are linked to from the Security Bulletin Summary page. The following Web page contains links
to all of the Microsoft Security Bulletin Summaries for 2008,
http://www.microsoft.com/technet/security/bulletin/summary.mspx#ERC. Table 1, located in the
Appendix, contains a list of all Security Bulletins and vulnerabilities published in 2008.

This report uses information found in the individual Security Bulletins to classify vulnerabilities by

Severity Rating and Vulnerability Impact, as well as to determine if removing administrator rights

will mitigate a vulnerability. A vulnerability is considered mitigated by removing administrator

rights if the following sentence is located in the SecuritU " O1 1 AOET 8 0 - EOERADET ¢ &A
whose accounts are configured to have fewer user rights on the system could be less impacted than

users who operate with administrative user rights.0


http://www.microsoft.com/technet/security/bulletin/summary.mspx#ERC
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Key Results:

92% of Critical Microsoft vulnerabilities  are mitigated by configuring
users to operate without administrator rights.

Each Microsoft Security Bulletin is given a severity rating. Critical is the highest rating and indicates
that the vulnerabilities described in the bulletin are of the highest security concern. In total 96
vulnerabilities appeared in 2008 Security Bulletins with a Critical rating. Of these, 88 of the
vulnerabilities are mitigated by removing administrator rights.

Critical Vunerabilities
Mitigated by Removing
Admin Rights
92%

Unmitigated Critical
Vulnerabilities

Figure 1. The vast majority of Microsoft Critical vulnerabilities are mitigated by removing
administrator rights.

Of the total published Microsoft vulnerabilities, 69% are mitigated by
removing administrator rights.

In 2008 there were 154 vulnerabilities published by Microsoft in Security Bulletins. Companies
would be better protected against exploitation of 106 of these vulnerabilities by configuring users
to run without administrator rights.

2008 Microsoft
Vunerabilities Mitigated
by Removing Admin Righs
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Unmitigated
2008 Microsoft

Figure 2. Over two thirds of all Microsoft vulnerabilities are mitigated by removing
administrator rights.
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By removing adm inistrator rights companies will be better protected
against exploitation of 9 4% of Microsoft Office, 89% of Internet
Explorer, and 53% of Microsoft Windows vulnerabilities.

Microsoft Windows, Office and Internet Explorer are the most widely used software products of
their kind. It is important to recognize that these pieces of software had the greatest number of
vulnerabilities reported in Microsoft Security Bulletins in 2008. Given the prevalence of the
software and number of vulnerabilities, increased security protection is key.
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Figure 3. Reducing the IT Security Risks associated with Microsoft Office, Internet Explorer
and Microsoft Windows Vulnerabilities.

87% of vulnerabilities categorized as Remote Code Execution
vuln erabilities are mitigated by removing administrator rights.

A Vulnerability Impact rating is assigned to each Microsoft Security Bulletin and indicates the effect
an exploit of the vulnerabilities may have. Remote Code Execution vulnerabilities may allow
someone not at the computer to run unauthorized software and install programs; view, change, or
delete data; or create new user accounts. In 2008 there were 119 Remote Code Execution
vulnerabilities published in Microsoft Security Bulletins.

Remote Code
Execution Vunerabilities
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Vulnerabilities

Figure 4. Greater than 4 out of 5 Remote Code Vulnerabilities reported in 2008 can be
mitigated by removing administrator rights.
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About BeyondTrus t

BeyondTrust Corporation, a pioneer in Least Privilege Management, enables enterprises to move
beyond the need to trust users with excess privileges or administrator rights. BeyondTrust
Privilege Manager was the first product to enable the security best practice of Least Privilege in
Windows environments by allowing administrators to assign end-users permissions for required or
selected applications. With Privilege Manager organizations can remove administrator rights and
still allow end-users to run all required Windows applications, processes and ActiveX controls. By
eliminating the need to grant administrator rights to end-users, IT departments can create a more
secure, compliant and standard environment. More than 500 organizations worldwide in virtually
every vertical industry rely on BeyondTrust Privilege Manager to secure their enterprises. For
more information, please visit www.beyondtrust.com or register for a webinar at
www.beyondtrust.com/events/.



http://www.beyondtrust.com/
http://www.beyondtrust.com/events/
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Table 1. Vulnerabilities published in 2008 Microsoft Security Bulletins

2008-4259

Miti
Security | Security |t|§;ted
Bulletin | Bulleti i | f Aff

ulletin ulletin Security Bulletin Title Vulnerability Name Seve.rlty mpact .0. ol Removing
Summary | ID and Rating Vulnerability Software Admin
Date Link Rights
Dec-08 MS08 | Security Update for Internet| Pointer Reference Critical Remote Microsoft Yes
-078 Explorer (960714) Memory Corruption Code Windows,
Vulnerability - CVE- Execution Internet Explorer
2008-4844
Dec-08 | MS08 | Vulnerability in Microsoft Access Control Important Remote Microsoft Office, | No
-077 Office SharePoint Server Vulnerability - CVE- Code Microsoft Server
Could Cause Elevation of 2008-4032 Execution Software
Privilege (957175)
Dec-08 MS08 | Vulnerabilities in Windows | SPN Vulnerability - Important Remote Microsoft Yes
-076 Media Components Could CVE-2008-3009 Code Windows
Allow Remote Code Execution
Execution (959807)
Dec-08 MS08 | Vulnerabilities in Windows ISATAP Vulnerability - | Moderate Information Microsoft No
-076 Media Components Could CVE-2008-3010 Disclosure Windows
Allow Remote Code
Execution (959807)
Dec-08 | MS08 | Vulnerabilities in Windows | Windows Saved Important Remote Microsoft Yes
-075 Search Could Allow Remote | Search Vulnerability - Code Windows
Code Execution (959349) CVE-2008-4268 Execution
Dec-08 | MS08 | Vulnerabilities in Windows | Windows Search Critical Remote Microsoft Yes
-075 Search Could Allow Remote | Parsing Vulnerability - Code Windows
Code Execution (959349) CVE-2008-4269 Execution
Dec-08 MS08 | Vulnerabilities in Microsoft | File Format Parsing Critical Remote Microsoft Office Yes
-074 Office Excel Could Allow Vulnerability - CVE- Code
Remote Code Execution 2008-4265 Execution
(959070)
Dec-08 MS08 | Vulnerabilities in Microsoft | File Format Parsing Critical Remote Microsoft Office Yes
-074 Office Excel Could Allow Vulnerability - CVE- Code
Remote Code Execution 2008-4264 Execution
(959070)
Dec-08 MS08 | Vulnerabilities in Microsoft | Excel Global Array Critical Remote Microsoft Office Yes
-074 Office Excel Could Allow Memory Corruption Code
Remote Code Execution Vulnerability - CVE- Execution
(959070) 2008-4266
Dec-08 MS08 | Cumulative Security Update | Parameter Validation Critical Remote Microsoft Yes
-073 for Internet Explorer Memory Corruption Code Windows,
(958215) Vulnerability - CVE- Execution Internet Explorer
2008-4258
Dec-08 MS08 | Cumulative Security Update | HTML Objects Critical Remote Microsoft Yes
-073 for Internet Explorer Memory Corruption Code Windows,
(958215) Vulnerability - CVE- Execution Internet Explorer



http://go.microsoft.com/fwlink/?LinkId=137335
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http://go.microsoft.com/fwlink/?LinkId=131481
http://go.microsoft.com/fwlink/?LinkId=131481
http://go.microsoft.com/fwlink/?LinkId=21140
http://go.microsoft.com/fwlink/?LinkId=131481
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http://go.microsoft.com/fwlink/?LinkId=21140
http://go.microsoft.com/fwlink/?LinkId=131481
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Miti
Security | Security |t|§;ted
Bulletin | Bulleti i | f Aff

ulletin ulletin Security Bulletin Title Vulnerability Name Seve.rlty mpact .0. ol Removing
Summary | ID and Rating Vulnerability Software Admin
Date Link Rights
Dec-08 MS08 | Cumulative Security Update | Uninitialized Memory Critical Remote Microsoft Yes
-073 for Internet Explorer Corruption Code Windows,
(958215) Vulnerability ¢ CVE- Execution Internet Explorer
2008-4260
Dec-08 MS08 | Cumulative Security Update | HTML Rendering Critical Remote Microsoft Yes
-073 for Internet Explorer Memory Corruption Code Windows,
(958215) Vulnerability - CVE- Execution Internet Explorer
2008-4261
Dec-08 MS08 | Vulnerabilities in Microsoft | Word Memory Critical Remote Microsoft Office Yes
-072 Office Word Could Allow Corruption Code
Remote Code Execution Vulnerability - CVE- Execution
(957173) 2008-4024
Dec-08 MS08 | Vulnerabilities in Microsoft | Word RTF Object Critical Remote Microsoft Office Yes
-072 Office Word Could Allow Parsing Vulnerability - Code
Remote Code Execution CVE-2008-4025 Execution
(957173)
Dec-08 MS08 | Vulnerabilities in Microsoft | Word Memory Critical Remote Microsoft Office Yes
-072 Office Word Could Allow Corruption Code
Remote Code Execution Vulnerability - CVE- Execution
(957173) 2008-4026
Dec-08 MS08 | Vulnerabilities in Microsoft | Word RTF Object Critical Remote Microsoft Office Yes
-072 Office Word Could Allow Parsing Vulnerability - Code
Remote Code Execution CVE-2008-4027 Execution
(957173)
Dec-08 MS08 | Vulnerabilities in Microsoft | Word RTF Object Critical Remote Microsoft Office Yes
-072 Office Word Could Allow Parsing Vulnerability - Code
Remote Code Execution CVE-2008-4030 Execution
(957173)
Dec-08 MS08 | Vulnerabilities in Microsoft | Word RTF Object Critical Remote Microsoft Office Yes
-072 Office Word Could Allow Parsing Vulnerability - Code
Remote Code Execution CVE-2008-4028 Execution
(957173)
Dec-08 MS08 | Vulnerabilities in Microsoft | Word RTF Object Critical Remote Microsoft Office Yes
-072 Office Word Could Allow Parsing Vulnerability - Code
Remote Code Execution CVE-2008-4031 Execution
(957173)
Dec-08 MS08 | Vulnerabilities in Microsoft | Word Memory Critical Remote Microsoft Office Yes
-072 Office Word Could Allow Corruption Code
Remote Code Execution Vulnerability - CVE- Execution
(957173) 2008-4837
Dec-08 MS08 | Vulnerabilities in GDI Could | GDI Integer Overflow Critical Remote Microsoft Yes
-071 Allow Remote Code Vulnerability - CVE- Code Windows
Execution (956802) 2008-2249 Execution
Dec-08 MS08 | Vulnerabilities in GDI Could | GDI Heap Overflow Moderate Remote Microsoft Yes
-071 Allow Remote Code Vulnerability - CVE- Code Windows
Execution (956802) 2008-3465 Execution
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Security | Security Mltllf;ted
llistn | il Security Bulletin Title Vulnerability Name Seve.rlty Impact Of Affected Removing
Summary | ID and Rating Vulnerability Software Admin
Date Link Rights
Dec-08 | MS08 | Vulnerabilities in Visual DataGrid Control Critical Remote Microsoft Yes
-070 Basic 6.0 Runtime Extended | Memory Corruption Code Developer Tools
Files (ActiveX Controls) Vulnerability - CVE- Execution and Software
Could Allow Remote Code 2008-4252
Execution (932349)
Dec-08 | MSO08 | Vulnerabilities in Visual FlexGrid Control Critical Remote Microsoft Yes
-070 Basic 6.0 Runtime Extended | Memory Corruption Code Developer Tools
Files (ActiveX Controls) Vulnerability - CVE- Execution and Software,
Could Allow Remote Code 2008-4253 Microsoft Office
Execution (932349)
Dec-08 | MSO08 | Vulnerabilities in Visual Hierarchical FlexGrid Critical Remote Microsoft Yes
-070 Basic 6.0 Runtime Extended | Control Memory Code Developer Tools
Files (ActiveX Controls) Corruption Execution and Software
Could Allow Remote Code Vulnerability - CVE-
Execution (932349) 2008-4254
Dec-08 | MS08 | Vulnerabilities in Visual Windows Common Critical Remote Microsoft Yes
-070 Basic 6.0 Runtime Extended | AVI Parsing Overflow Code Developer Tools
Files (ActiveX Controls) Vulnerability - CVE- Execution and Software,
Could Allow Remote Code 2008-4255 Microsoft Office
Execution (932349)
Dec-08 | MSO08 | Vulnerabilities in Visual Charts Control Critical Remote Microsoft Yes
-070 Basic 6.0 Runtime Extended | Memory Corruption Code Developer Tools
Files (ActiveX Controls) Vulnerability - CVE- Execution and Software
Could Allow Remote Code 2008-4256
Execution (932349)
Dec-08 | MS08 | Vulnerabilities in Visual Masked Edit Control Critical Remote Microsoft Yes
-070 Basic 6.0 Runtime Extended | Memory Corruption Code Developer Tools
Files (ActiveX Controls) Vulnerability - CVE- Execution and Software
Could Allow Remote Code 2008-3704
Execution (932349)
Nov-08 | MS08 | Vulnerabilities in Microsoft | MSXML Memory Critical Remote Microsoft Yes
-069 XML Core Services Could Corruption Code Windows
Allow Remote Code Vulnerability - CVE- Execution
Execution (955218) 2007-0099
Nov-08 | MS08 | Vulnerabilities in Microsoft | MSXML DTD Cross- Important Information Microsoft No
-069 XML Core Services Could Domain Scripting Disclosure Windows
Allow Remote Code Vulnerability - CVE-
Execution (955218) 2008-4029
Nov-08 | MS08 | Vulnerabilities in Microsoft | MSXML Header Important Information Microsoft No
-069 XML Core Services Could Request Vulnerability - Disclosure Windows
Allow Remote Code CVE-2008-4033
Execution (955218)
Nov-08 | MS08 | Vulnerability in SMB Could | SMB Credential Important Remote Microsoft Yes
-068 Allow Remote Code Reflection Code Windows
Execution (957097) Vulnerability - CVE- Execution
2008-4037
Oct-08 MS08 | Vulnerability in Server Server Service Critical Remote Microsoft No
-067 Service Could Allow Remote | Vulnerability - CVE- Code Windows
Code Execution 2008-4250 Execution
Oct-08 MS08 | Vulnerability in the AFD Kernel Overwrite | Important Elevation of Microsoft No
-066 Microsoft Ancillary Function | Vulnerability - CVE- Privilege Windows

Driver Could Allow Elevation
of Privilege (956803)

2008-3464
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Security | Security Mltllf;ted
IR e Security Bulletin Title Vulnerability Name Seve.rlty Impact Of Affected Removing
Summary | ID and Rating Vulnerability Software Admin
Date Link Rights
Oct-08 MS08 | Vulnerability in Message Message Queuing Important Remote Microsoft No
-065 Queuing Could Allow Service Remote Code Code Windows
Remote Code Execution Execution Execution
(951071) Vulnerability - CVE-
2008-3479
Oct-08 MS08 | Vulnerability in Virtual Virtual Address Important Elevation of Microsoft No
-064 Address Descriptor Descriptor Elevation of Privilege Windows
Manipulation Could Allow Privilege Vulnerability
Elevation of Privilege - CVE-2008-4036
(956841)
Oct-08 MS08 | Vulnerability in SMB Could | SMB Buffer Underflow | Important Remote Microsoft No
-063 Allow Remote Code Vulnerability - CVE- Code Windows
Execution (957095) 2008-4038 Execution
Oct-08 MS08 | Vulnerability in Windows Integer Overflow in Important Remote Microsoft No
-062 Internet Printing Service IPP Service Code Windows
Could Allow Remote Code Vulnerability - CVE- Execution
Execution (953155) 2008-1446
Oct-08 MS08 | Vulnerabilities in Windows | Windows Kernel Important Elevation of Microsoft No
-061 Kernel Could Allow Elevation| Window Creation Privilege Windows
of Privilege (954211) Vulnerability - CVE-
2008-2250
Oct-08 MS08 | Vulnerabilities in Windows | Windows Kernel Important Elevation of Microsoft No
-061 Kernel Could Allow Elevation| Unhandled Exception Privilege Windows
of Privilege (954211) Vulnerability - CVE-
2008-2251
Oct-08 MS08 | Vulnerabilities in Windows | Windows Kernel Important Elevation of Microsoft No
-061 Kernel Could Allow Elevation| Memory Corruption Privilege Windows
of Privilege (954211) Vulnerability - CVE-
2008-2252
Oct-08 MS08 | Vulnerability in Active Active Directory Critical Remote Microsoft No
-060 Directory Could Allow Overflow Vulnerability Code Windows
Remote Code Execution - CVE-2008-4023 Execution
(957280)
Oct-08 MS08 | Vulnerability in Host HIS Command Critical Remote Microsoft Host No
-059 Integration Server RPC Execution Code Integration
Service Could Allow Remote | Vulnerability - CVE- Execution Server
Code Execution (956695) 2008-3466
Oct-08 MS08 | Cumulative Security Update | Window Location Critical Remote Microsoft Yes
-058 for Internet Explorer Property Cross- Code Windows,
(956390) Domain Vulnerability - Execution Internet Explorer
CVE-2008-2947
Oct-08 MS08 | Cumulative Security Update | HTML Element Cross- Critical Remote Microsoft Yes
-058 for Internet Explorer Domain Vulnerability - Code Windows,
(956390) CVE-2008-3472 Execution Internet Explorer
Oct-08 MS08 | Cumulative Security Update | Event Handling Cross- Critical Remote Microsoft Yes
-058 for Internet Explorer Domain Vulnerability - Code Windows,
(956390) CVE-2008-3473 Execution Internet Explorer
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Miti
Security | Security |t|§;ted
Bulletin | Bulleti i | f Aff

ulletin ulletin Security Bulletin Title Vulnerability Name Seve.rlty mpact .0. ol Removing
Summary | ID and Rating Vulnerability Software Admin
Date Link Rights
Oct-08 MS08 | Cumulative Security Update | Cross-Domain Important Information Microsoft No
-058 for Internet Explorer Information Disclosure Disclosure Windows,
(956390) Vulnerability - CVE- Internet Explorer
2008-3474
Oct-08 MS08 | Cumulative Security Update | Uninitialized Memory Critical Remote Microsoft Yes
-058 for Internet Explorer Corruption Code Windows,
(956390) Vulnerability - CVE- Execution Internet Explorer
2008-3475
Oct-08 MS08 | Cumulative Security Update | HTML Objects Critical Remote Microsoft Yes
-058 for Internet Explorer Memory Corruption Code Windows,
(956390) Vulnerability - CVE- Execution Internet Explorer
2008-3476
Oct-08 MS08 | Vulnerabilities in Microsoft | Calendar Object Critical Remote Microsoft Office Yes
-057 Excel Could Allow Remote Validation Code
Code Execution (956416) Vulnerability - CVE- Execution
2008-3477
Oct-08 MS08 | Vulnerabilities in Microsoft | File Format Parsing Critical Remote Microsoft Office Yes
-057 Excel Could Allow Remote Vulnerability - CVE- Code
Code Execution (956416) 2008-3471 Execution
Oct-08 MS08 | Vulnerabilities in Microsoft | Formula Parsing Critical Remote Microsoft Office Yes
-057 Excel Could Allow Remote Vulnerability - CVE- Code
Code Execution (956416) 2008-4019 Execution
Oct-08 MS08 | Vulnerability in Microsoft Vulnerability in Moderate Information Microsoft Office No
-056 Office Could Allow Content-Disposition Disclosure
Information Disclosure Header Vulnerability -
(957699) CVE-2008-4020
Sep-08 MS08 | Vulnerability in Microsoft Uniform Resource Critical Remote Microsoft Office Yes
-055 Office Could Allow Remote | Locator Validation Code
Code Execution (955047) Error Vulnerability - Execution
CVE-2008-3007
Sep-08 MS08 | Vulnerability in Windows Windows Media Critical Remote Microsoft Yes
-054 Media Player Could Allow Player Sampling Rate Code Windows
Remote Code Execution Vulnerability - CVE- Execution
(954154) 2008-2253
Sep-08 MS08 | Vulnerability in Windows Windows Media Critical Remote Microsoft Yes
-053 Media Encoder 9 Could Encoder Buffer Code Windows
Allow Remote Code Overrun Vulnerability - Execution
Execution (954156) CVE-2008-3008
Sep-08 MS08 | Vulnerabilities in GDI+ Could| GDI+ VML Buffer Critical Remote Microsoft Yes
-052 Allow Remote Code Overrun Vulnerability - Code Windows,
Execution (954593) CVE-2007-5348 Execution Internet
Explorer,
Microsoft Office,
SQL Server,
Visual Studio
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Security | Security Mltllf;ted
llistn | il Security Bulletin Title Vulnerability Name Seve.rlty Impact Of Affected Removing
Summary | ID and Rating Vulnerability Software Admin
Date Link Rights
Sep-08 MS08 | Vulnerabilities in GDI+ Could| GDI+ EMF Memory Critical Remote Microsoft Yes
-052 Allow Remote Code Corruption Code Windows,
Execution (954593) Vulnerability - CVE- Execution Internet
2008-3012 Explorer,
Microsoft Office,
SQL Server,
Visual Studio
Sep-08 MS08 | Vulnerabilities in GDI+ Could| GDI+ GIF Parsing Critical Remote Microsoft Yes
-052 Allow Remote Code Vulnerability - CVE- Code Windows,
Execution (954593) 2008-3013 Execution Internet
Explorer,
Microsoft Office,
SQL Server,
Visual Studio
Sep-08 MS08 | Vulnerabilities in GDI+ Could| GDI+ WMF Buffer Critical Remote Microsoft Yes
-052 Allow Remote Code Overrun Vulnerability - Code Windows,
Execution (954593) CVE-2008-3014 Execution Internet
Explorer,
Microsoft Office,
SQL Server,
Visual Studio
Sep-08 MS08 | Vulnerabilities in GDI+ Could| GDI+ BMP Integer Critical Remote Microsoft Office, | Yes
-052 Allow Remote Code Overflow Vulnerability Code SQL Server,
Execution (954593) - CVE-2008-3015 Execution Visual Studio
Aug-08 | MS08 | Vulnerabilities in Microsoft | Memory Allocation Important Remote Microsoft Office Yes
-051 PowerPoint Could Allow Vulnerability - CVE- Code
Remote Code Execution 2008-0120 Execution
(949785)
Aug-08 | MS08 | Vulnerabilities in Microsoft | Memory Calculation Important Remote Microsoft Office Yes
-051 PowerPoint Could Allow Vulnerability - CVE- Code
Remote Code Execution 2008-0121 Execution
(949785)
Aug-08 | MS08 | Vulnerabilities in Microsoft | Parsing Overflow Critical Remote Microsoft Office Yes
-051 PowerPoint Could Allow Vulnerability - CVE- Code
Remote Code Execution 2008-1455 Execution
(949785)
Aug-08 MS08 | Vulnerability in Windows Messenger Important Information Microsoft Yes
-050 Messenger Could Allow Information Disclosure Disclosure Windows,
Information Disclosure Vulnerability - CVE- Windows
(955702) 2008-0082 Messenger
Aug-08 MS08 | Vulnerabilities in Event Event System Important Remote Microsoft No
-049 System Could Allow Remote | Vulnerability - CVE- Code Windows
Code Execution (950974) 2008-1457 Execution
Aug-08 | MS08 | Vulnerabilities in Event Event System Important Remote Microsoft No
-049 System Could Allow Remote | Vulnerability - CVE- Code Windows
Code Execution (950974) 2008-1456 Execution
Aug-08 MS08 | Security Update for Outlook | URL Parsing Cross- Important Information Microsoft Yes
-048 Express and Windows Mail Domain Information Disclosure Windows,
(951066) Disclosure Outlook Express,
Vulnerability - CVE- Windows Mail

2008-1448
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Aug-08 | MS08 | Vulnerability in IPsec Policy | IPsec Policy Important Information Microsoft No
-047 Processing Could Allow Information Disclosure Disclosure Windows
Information Disclosure Vulnerability - CVE-
(953733) 2008-2246
Aug-08 | MS08 | Vulnerability in Microsoft Windows Media Critical Remote Microsoft Yes
-046 Windows Image Color Player Sampling Rate Code Windows
Management System Could | Vulnerability - CVE- Execution
Allow Remote Code 2008-2253
Execution (952954)
Aug-08 | MS08 | Cumulative Security Update | HTML Objects Critical Remote Microsoft Yes
-045 for Internet Explorer Memory Corruption Code Windows,
(953838) Vulnerability ¢ CVE- Execution Internet Explorer
2008-2254
Aug-08 | MS08 | Cumulative Security Update | HTML Objects Critical Remote Microsoft Yes
-045 for Internet Explorer Memory Corruption Code Windows,
(953838) Vulnerability ¢ CVE- Execution Internet Explorer
2008-2255
Aug-08 | MS08 | Cumulative Security Update | Uninitialized Memory | Critical Remote Microsoft Yes
-045 for Internet Explorer Corruption Code Windows,
(953838) Vulnerability ¢ CVE- Execution Internet Explorer
2008-2256
Aug-08 | MS08 | Cumulative Security Update | HTML Objects Critical Remote Microsoft Yes
-045 for Internet Explorer Memory Corruption Code Windows,
(953838) Vulnerability ¢ CVE- Execution Internet Explorer
2008-2257 and CVE-
2008-2258
Aug-08 | MS08 | Cumulative Security Update | HTML Component Critical Remote Microsoft Yes
-045 for Internet Explorer Handling Vulnerability Code Windows,
(953838) ¢ CVE-2008-2259 Execution Internet Explorer
Aug-08 | MS08 | Vulnerabilities in Microsoft | Microsoft Malformed Critical Remote Microsoft Office Yes
-044 Office Filters Could Allow EPS Filter Vulnerability Code
Remote Code Execution - CVE-2008-3019 Execution
(924090)
Aug-08 | MS08 | Vulnerabilities in Microsoft | Microsoft Malformed Critical Remote Microsoft Office Yes
-044 Office Filters Could Allow PICT Filter Code
Remote Code Execution Vulnerability - CVE- Execution
(924090) 2008-3018
Aug-08 | MS08 | Vulnerabilities in Microsoft | Microsoft PICT Filter Critical Remote Microsoft Office Yes
-044 Office Filters Could Allow Parsing Vulnerability - Code
Remote Code Execution CVE-2008-3021 Execution
(924090)
Aug-08 | MS08 | Vulnerabilities in Microsoft | Microsoft Malformed Critical Remote Microsoft Office Yes
-044 Office Filters Could Allow BMP Filter Code
Remote Code Execution Vulnerability - CVE- Execution
(924090) 2008-3020
Aug-08 MS08 | Vulnerabilities in Microsoft | Microsoft Office WPG Critical Remote Microsoft Office Yes
-044 Office Filters Could Allow Image File Heap Code
Remote Code Execution Corruption Execution
(924090) Vulnerability - CVE-
2008-3460
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Aug-08 | MS08 | Vulnerabilities in Microsoft | Excel Indexing Critical Remote Microsoft Office Yes
-043 Excel Could Allow Remote Validation Code
Code Execution (954066) Vulnerability - CVE- Execution
2008-3004
Aug-08 MS08 | Vulnerabilities in Microsoft | Excel Index Array Critical Remote Microsoft Office Yes
-043 Excel Could Allow Remote Vulnerability - CVE- Code
Code Execution (954066) 2008-3005 Execution
Aug-08 | MS08 | Vulnerabilities in Microsoft | Excel Record Parsing Critical Remote Microsoft Office No
-043 Excel Could Allow Remote Vulnerability - CVE- Code
Code Execution (954066) 2008-3006 Execution
Aug-08 MS08 | Vulnerabilities in Microsoft | Excel Credential Important Remote Microsoft Office No
-043 Excel Could Allow Remote Caching Vulnerability - Code
Code Execution (954066) CVE-2008-3003 Execution
Aug-08 MS08 | Vulnerability in Microsoft Word Record Parsing Important Remote Microsoft Yes
-042 Word Could Allow Remote | Vulnerability - CVE- Code Windows,
Code Execution (955048) 2008-2244 Execution Windows
Messenger
Aug-08 MS08 | Vulnerability in the ActiveX | Snapshot Viewer Critical Remote Microsoft Office Yes
-041 Control for the Snapshot Arbitrary File Code
Viewer for Microsoft Access | Download Execution
Could Allow Remote Code Vulnerability - CVE-
Execution (955617) 2008-2463
Jul-08 MS08 | Vulnerabilities in Microsoft | Memory Page Reuse Important Elevation of Microsoft No
-040 SQL Server Could Allow Vulnerability - CVE- Privilege Windows,
Elevation of Privilege 2008-0085 Microsoft SQL
(941203) Server
Jul-08 MS08 | Vulnerabilities in Microsoft | Convert Buffer Important Elevation of Microsoft No
-040 SQL Server Could Allow Overrun - CVE-2008- Privilege Windows,
Elevation of Privilege 0086 Microsoft SQL
(941203) Server
Jul-08 MS08 | Vulnerabilities in Microsoft | SQL Server Memory Important Elevation of Microsoft No
-040 SQL Server Could Allow Corruption Privilege Windows,
Elevation of Privilege Vulnerability - CVE- Microsoft SQL
(941203) 2008-0107 Server
Jul-08 MS08 | Vulnerabilities in Microsoft | SQL Server Buffer Important Elevation of Microsoft SQL No
-040 SQL Server Could Allow Overrun Vulnerability - Privilege Server
Elevation of Privilege CVE-2008-0106
(941203)
Jul-08 MS08 | Vulnerabilities in Outlook Outlook Web Access Important Elevation of Microsoft No
-039 Web Access for Exchange for Exchange Server Privilege Windows

Server Could Allow Elevation
of Privilege (953747)

Data Validation Cross-
Site Scripting
Vulnerability - CVE-
2008-2247
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Jul-08 MS08 | Vulnerabilities in Outlook Outlook Web Access Important Elevation of Microsoft No
-039 Web Access for Exchange for Exchange Server Privilege Windows
Server Could Allow Elevation| HTML Parsing Cross-
of Privilege (953747) Site Scripting
Vulnerability - CVE-
2008-2248
Jul-08 MS08 | Vulnerability in Windows Windows Saved Important Remote Microsoft Yes
-038 Explorer Could Allow Search Vulnerability - Code Windows
Remote Code Execution CVE-2008-1435 Execution
(950582)
Jul-08 MS08 | Vulnerabilities in DNS Could | DNS Insufficient Important Spoofing Microsoft No
-037 Allow Spoofing (953230) Socket Entropy Windows
Vulnerability - CVE-
2008-1447
Jul-08 MS08 | Vulnerabilities in DNS Could | DNS Cache Poisoning Important Spoofing Microsoft No
-037 Allow Spoofing (953230) Vulnerability - CVE- Windows
2008-1454
Jun-08 MS08 | Vulnerabilities in Pragmatic | PGM Invalid Length Important Denial of Microsoft No
-036 General Multicast (PGM) Vulnerability - CVE- Service Windows
Could Allow Denial of 2008-1440
Service (950762)
Jun-08 MS08 | Vulnerabilities in Pragmatic | PGM Malformed Moderate Denial of Microsoft No
-036 General Multicast (PGM) Fragment Vulnerability Service Windows
Could Allow Denial of - CVE-2008-1441
Service (950762)
Jun-08 MS08 | Vulnerability in Active Active Directory Important Denial of Microsoft No
-035 Directory Could Allow Denial| Vulnerability - CVE- Service Windows
of Service (953235) 2008-1445
Jun-08 MS08 | Vulnerability in WINS Could | Memory Overwrite Important Elevation of Microsoft No
-034 Allow Elevation of Privilege | Vulnerability - CVE- Privilege Windows
(948745) 2008-1451
Jun-08 MS08 | Vulnerabilities in DirectX MJPEG Decoder Critical Remote Microsoft Yes
-033 Could Allow Remote Code Vulnerability - CVE- Code Windows
Execution (951698) 2008-0011 Execution
Jun-08 MS08 | Vulnerabilities in DirectX SAMI Format Parsing Critical Remote Microsoft Yes
-033 Could Allow Remote Code Vulnerability - CVE- Code Windows
Execution (951698) 2008-1444 Execution
Jun-08 MS08 | Cumulative Security Update | Speech API Moderate Remote Microsoft Yes
-032 of ActiveX Kill Bits (950760) | Vulnerability - CVE- Code Windows
2007-0675 Execution

14


http://www.microsoft.com/technet/security/bulletin/ms08-039.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-039.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-038.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-038.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-037.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-037.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-037.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-037.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-035.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-035.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-035.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-035.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-035.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-035.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-034.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-034.mspx
http://www.microsoft.com/technet/security/Bulletin/MS08-033.mspx
http://www.microsoft.com/technet/security/Bulletin/MS08-033.mspx
http://www.microsoft.com/technet/security/Bulletin/MS08-033.mspx
http://www.microsoft.com/technet/security/Bulletin/MS08-033.mspx
http://www.microsoft.com/technet/security/Bulletin/MS08-032.mspx
http://www.microsoft.com/technet/security/Bulletin/MS08-032.mspx

beyondtrust

Security | Security Mltllf;ted
IR e Security Bulletin Title Vulnerability Name Seve.rlty Impact Of Affected Removing
Summary | ID and Rating Vulnerability Software Admin
Date Link Rights
Jun-08 MS08 | Cumulative Security Update | HTML Objects Critical Remote Microsoft Yes
-031 for Internet Explorer Memory Corruption Code Windows,
(950759) Vulnerability ¢ CVE- Execution Internet Explorer
2008-1442
Jun-08 MS08 | Cumulative Security Update | Request Header Cross- | Moderate Information Microsoft No
-031 for Internet Explorer Domain Information Disclosure Windows,
(950759) Disclosure Internet Explorer
Vulnerability ¢ CVE-
2008-1544
Jun-08 MS08 | Vulnerability in Bluetooth Bluetooth Critical Remote Microsoft No
-030 Stack Could Allow Remote Vulnerability - CVE- Code Windows
Code Execution (951376) 2008-1453 Execution
May-08 | MS08 | Vulnerabilities in Microsoft | Microsoft Malware Moderate Denial of Windows Live No
-029 Malware Protection Engine | Protection Engine Service OneCare,
Could Allow Denial of Vulnerability- CVE- Microsoft
Service (952044) 2008-1437 Antigen,
Microsoft
Windows
Defender,
Microsoft
Forefront
Security
May-08 | MS08 | Vulnerabilities in Microsoft | Microsoft Malware Moderate Denial of Windows Live No
-029 Malware Protection Engine | Protection Engine Service OneCare,
Could Allow Denial of Vulnerability- CVE- Microsoft
Service (952044) 2008-1438 Antigen,
Microsoft
Windows
Defender,
Microsoft
Forefront
Security
May-08 | MS08 | Vulnerability in Microsoft Microsoft Jet Engine Critical Remote Microsoft Yes
-028 Jet Database Engine Could MDB File Parsing Stack Code Windows
Allow Remote Code Overflow Vulnerability Execution
Execution (950749) - CVE-2007-6026
May-08 | MS08 | Vulnerability in Microsoft Publisher Object Critical Remote Microsoft Office Yes
-027 Publisher Could Allow Handler Validation Code
Remote Code Execution Vulnerability - CVE- Execution
(951208) 2008-0119
May-08 | MS08 | Vulnerabilities in Microsoft | Object Parsing Critical Remote Microsoft Office Yes
-026 Word Could Allow Remote | Vulnerability - CVE- Code
Code Execution (951207) 2008-1091 Execution
May-08 | MS08 | Vulnerabilities in Microsoft | Word Cascading Style Critical Remote Microsoft Office Yes
-026 Word Could Allow Remote | Sheet (CSS) Code
Code Execution (951207) Vulnerability - CVE- Execution
2008-1434
Apr-08 MS08 | Vulnerability in Windows Windows Kernel Important Elevation of Microsoft No
-025 Kernel Could Allow Elevation| Vulnerability - CVE- Privilege Windows

of Privilege (941693)

2008-1084
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Apr-08 MS08 | Cumulative Security Update | Data Stream Handling | Critical Remote Microsoft Yes
-024 for Internet Explorer Memory Corruption Code Windows,
(947864) Vulnerability - CVE- Execution Internet Explorer
2008-1085
Apr-08 MS08 | Security Update of ActiveX | ActiveX Object Critical Remote Microsoft Yes
-023 Kill Bits (948881) Memory Corruption Code Windows,
Vulnerability - CVE- Execution Internet Explorer
2008-1086
Apr-08 MS08 | Vulnerability in VBScript and| VBScript/JScript Critical Remote Microsoft Yes
-022 JScript Scripting Engines Remote Code Code Windows
Could Allow Remote Code Execution Execution
Execution (944338) Vulnerability - CVE-
2008-0083
Apr-08 MS08 | Vulnerabilities in GDI Could | GDI Heap Overflow Critical Remote Microsoft Yes
-021 Allow Remote Code Vulnerability - CVE- Code Windows
Execution (948590) 2008-1083 Execution
Apr-08 MS08 | Vulnerabilities in GDI Could | GDI Stack Overflow Critical Remote Microsoft Yes
-021 Allow Remote Code Vulnerability - CVE- Code Windows
Execution (948590) 2008-1087 Execution
Apr-08 MS08 | Vulnerability in DNS Client DNS Spoofing Attack Important | Spoofing Microsoft No
-020 Could Allow Spoofing Vulnerability ¢ CVE- Windows
(945553) 2008-0087
Apr-08 MS08 | Vulnerabilities in Microsoft | Visio Object Header Important Remote Microsoft Office Yes
-019 Visio Could Allow Remote Vulnerability CVE- Code
Code Execution (949032) 2008-1089 Execution
Apr-08 MS08 | Vulnerabilities in Microsoft | Visio Memory Moderate Remote Microsoft Office Yes
-019 Visio Could Allow Remote Validation Code
Code Execution (949032) Vulnerability - CVE- Execution
2008-1090
Apr-08 MS08 | Vulnerability in Microsoft Project Memory Critical Remote Microsoft Office Yes
-018 Project Could Allow Remote | Validation Code
Code Execution (950183) Vulnerability - CVE- Execution
2008-1088
Mar-08 | MS08 | Vulnerabilities in Microsoft | Office Web Critical Remote Microsoft Office Yes
-017 Office Web Components Components URL Code Web
Could Allow Remote Code Parsing Vulnerability - Execution Components
Execution (933103) CVE-2006-4695
Mar-08 | MS08 | Vulnerabilities in Microsoft | Office Web Critical Remote Microsoft Office Yes
-017 Office Web Components Components Code Web
Could Allow Remote Code DataSource Execution Components
Execution (933103) Vulnerability ¢ CVE-
2007-1201
Mar-08 | MS08 | Vulnerabilities in Microsoft | Microsoft Office Cell Important Remote Microsoft Office Yes
-016 Office Could Allow Remote | Parsing Memory Code
Code Execution (949030) Corruption Execution
Vulnerability - CVE-
2008-0113
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Mar-08 | MS08 | Vulnerabilities in Microsoft | Microsoft Office Critical Remote Microsoft Office Yes
-016 Office Could Allow Remote | Memory Corruption Code
Code Execution (949030) Vulnerability - CVE- Execution
2008-0118
Mar-08 | MS08 | Vulnerability in Microsoft Outlook URI Critical Remote Microsoft Office Yes
-015 Outlook Could Allow Vulnerability ¢ CVE- Code
Remote Code Execution 2008-0110 Execution
(949031)
Mar-08 | MS08 | Vulnerabilities in Microsoft | Excel Data Validation Critical Remote Microsoft Office Yes
-014 Excel Could Allow Remote Record Vulnerability ¢ Code
Code Execution (949029) CVE-2008-0111 Execution
Mar-08 | MS08 | Vulnerabilities in Microsoft | Excel File Import Critical Remote Microsoft Office Yes
-014 Excel Could Allow Remote Vulnerability ¢ CVE- Code
Code Execution (949029) 2008-0112 Execution
Mar-08 | MS08 | Vulnerabilities in Microsoft | Excel Style Record Critical Remote Microsoft Office Yes
-014 Excel Could Allow Remote Vulnerability ¢ CVE- Code
Code Execution (949029) 2008-0114 Execution
Mar-08 | MS08 | Vulnerabilities in Microsoft | Excel Formula Parsing | Critical Remote Microsoft Office Yes
-014 Excel Could Allow Remote Vulnerability ¢ CVE- Code
Code Execution (949029) 2008-0115 Execution
Mar-08 | MS08 | Vulnerabilities in Microsoft | Excel Rich Text Critical Remote Microsoft Office Yes
-014 Excel Could Allow Remote Validation Code
Code Execution (949029) Vulnerability ¢ CVE- Execution
2008-0116
Mar-08 | MS08 | Vulnerabilities in Microsoft | Excel Conditional Critical Remote Microsoft Office Yes
-014 Excel Could Allow Remote Formatting Code
Code Execution (949029) Vulnerability ¢ CVE- Execution
2008-0117
Mar-08 | MS08 | Vulnerabilities in Microsoft | Macro Validation Critical Remote Microsoft Office Yes
-014 Excel Could Allow Remote Vulnerability ¢ CVE- Code
Code Execution (949029) 2008-0081 Execution
Feb-08 MS08 | Vulnerability in Microsoft Microsoft Office Critical Remote Microsoft Office Yes
-013 Office Could Allow Remote | Execution Jump Code
Code Execution (947108) Vulnerability - CVE- Execution
2008-0103
Feb-08 MS08 | Vulnerabilities in Microsoft | Publisher Invalid Critical Remote Microsoft Office Yes
-012 Office Publisher Could Allow| Memory Reference Code
Remote Code Execution Vulnerability ¢ CVE- Execution
(947085) 2008-0102
Feb-08 MS08 | Vulnerabilities in Microsoft | Publisher Memory Critical Remote Microsoft Office Yes
-012 Office Publisher Could Allow| Corruption Code
Remote Code Execution Vulnerability ¢ CVE- Execution
(947085) 2008-0104

17


http://www.microsoft.com/technet/security/bulletin/MS08-016.mspx
http://www.microsoft.com/technet/security/bulletin/MS08-016.mspx
http://www.microsoft.com/technet/security/bulletin/MS08-015.mspx
http://www.microsoft.com/technet/security/bulletin/MS08-015.mspx
http://www.microsoft.com/technet/security/bulletin/MS08-014.mspx
http://www.microsoft.com/technet/security/bulletin/MS08-014.mspx
http://www.microsoft.com/technet/security/bulletin/MS08-014.mspx
http://www.microsoft.com/technet/security/bulletin/MS08-014.mspx
http://www.microsoft.com/technet/security/bulletin/MS08-014.mspx
http://www.microsoft.com/technet/security/bulletin/MS08-014.mspx
http://www.microsoft.com/technet/security/bulletin/MS08-014.mspx
http://www.microsoft.com/technet/security/bulletin/MS08-014.mspx
http://www.microsoft.com/technet/security/bulletin/MS08-014.mspx
http://www.microsoft.com/technet/security/bulletin/MS08-014.mspx
http://www.microsoft.com/technet/security/bulletin/MS08-014.mspx
http://www.microsoft.com/technet/security/bulletin/MS08-014.mspx
http://www.microsoft.com/technet/security/bulletin/MS08-014.mspx
http://www.microsoft.com/technet/security/bulletin/MS08-014.mspx
http://www.microsoft.com/technet/security/Bulletin/MS08-013.mspx
http://www.microsoft.com/technet/security/Bulletin/MS08-013.mspx
http://www.microsoft.com/technet/security/Bulletin/MS08-012.mspx
http://www.microsoft.com/technet/security/Bulletin/MS08-012.mspx
http://www.microsoft.com/technet/security/Bulletin/MS08-012.mspx
http://www.microsoft.com/technet/security/Bulletin/MS08-012.mspx

beyondtrust

Miti
Security | Security |t|§;ted
Bulletin | Bulleti i | f Aff

ulletin ulletin Security Bulletin Title Vulnerability Name Seve.rlty mpact .0. ol Removing
Summary | ID and Rating Vulnerability Software Admin
Date Link Rights
Feb-08 MS08 Vulnerabilities in Microsoft | Microsoft Works File Important Remote Microsoft Office, Yes
-011 Works File Converter Could | Converter Input Code Works, Works
Allow Remote Code Validation Execution Suite
Execution (947081) Vulnerability - CVE-
2007-0216
Feb-08 MS08 | Vulnerabilities in Microsoft | Microsoft Works File Important Remote Microsoft Office, | Yes
-011 Works File Converter Could | Converter Index Table Code Works, Works
Allow Remote Code Vulnerability - CVE- Execution Suite
Execution (947081) 2008-0105
Feb-08 MS08 | Vulnerabilities in Microsoft | Microsoft Works File Important Remote Microsoft Office, | Yes
-011 Works File Converter Could | Converter Field Length Code Works, Works
Allow Remote Code Vulnerability - CVE- Execution Suite
Execution (947081) 2008-0108
Feb-08 MS08 | Cumulative Security Update | HTML Rendering Critical Remote Microsoft No
-010 for Internet Explorer Memory Corruption Code Windows,
(944533) Vulnerability - CVE- Execution Internet Explorer
2008-0076
Feb-08 MS08 | Cumulative Security Update | Property Memory Critical Remote Microsoft Yes
-010 for Internet Explorer Corruption Code Windows,
(944533) Vulnerability - CVE- Execution Internet Explorer
2008-0077
Feb-08 MS08 | Cumulative Security Update | Argument Handling Critical Remote Microsoft Yes
-010 for Internet Explorer Memory Corruption Code Windows,
(944533) Vulnerability - CVE- Execution Internet Explorer
2008-0078
Feb-08 MS08 | Cumulative Security Update | ActiveX Object Critical Remote Microsoft Yes
-010 for Internet Explorer Memory Corruption Code Windows,
(944533) Vulnerability - CVE- Execution Internet Explorer
2007-4790
Feb-08 MS08 | Vulnerability in Microsoft Word Memory Critical Remote Microsoft Office Yes
-009 Word Could Allow Remote | Corruption Code
Code Execution (947077) Vulnerability ¢ CVE- Execution
2008-0109
Feb-08 MS08 | Vulnerability in OLE OLE Heap Overrun Critical Remote Microsoft Yes
-008 Automation Could Allow Vulnerability - CVE- Code Windows,
Remote Code Execution 2007-0065 Execution Microsoft Office,
(947890) Visual Basic
Feb-08 MS08 | Vulnerability in WebDAV Mini-Redirector Heap Critical Remote Microsoft No
-007 Mini-Redirector Could Allow| Overflow Vulnerability Code Windows
Remote Code Execution - CVE-2008-0080 Execution
(946026)
Feb-08 MS08 | Vulnerability in Internet ASP Vulnerability - Important Remote Microsoft No
-006 Information Services Could | CVE-2008-0075 Code Windows, IIS
Allow Remote Code Execution
Execution (942830)
Feb-08 MS08 | Vulnerability in Internet File Change Important Elevation of Microsoft Yes
-005 Information Services Could | Notification Privilege Windows, IIS
Allow Elevation of Privilege | Vulnerability - CVE-
(942831) 2008-0074
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Security | Security Mltllf;ted
IR e Security Bulletin Title Vulnerability Name Seve.rlty Impact Of Affected Removing
Summary | ID and Rating Vulnerability Software Admin
Date Link Rights
Feb-08 MS08 | Vulnerability in Windows Windows Vista TCP/IP | Important Denial of Microsoft No
-004 TCP/IP Could Allow Denial of{ Vulnerability - CVE- Service Windows
Service (946456) 2008-0084
Feb-08 MS08 | Vulnerability in Active Active Directory Important Denial of Microsoft No
-003 Directory Could Allow Denial| Vulnerability - CVE- Service Windows, Active
of Service (946538) 2008-0088 Directory, ADAM
Jan-08 MS08 | Vulnerability in LSASS Could | LSASS Bypass Important Local Microsoft No
-002 Allow Local Elevation of Vulnerability - CVE- Elevation of Windows
Privilege (943485) 2007-5352 Privilege
Jan-08 MS08 | Vulnerabilities in Windows | Windows Kernel Critical Remote Microsoft No
-001 TCP/IP Could Allow Remote | TCP/IP/IGMPv3 and Code Windows
Code Execution (941644) MLDv2 Vulnerability - Execution
CVE-2007-0069
Jan-08 MS08 | Vulnerabilities in Windows | Windows Kernel Moderate Denial of Microsoft No
-001 TCP/IP Could Allow Remote | TCP/IP/ICMP Service Windows
Code Execution (941644) Vulnerability - CVE-
2007-0066

Contact Information

For more information about this report or if you have any questions, please contact:

BeyondTrust Corporation
125 Brewery Lane
Portsmouth, NH 03801 USA

+1 603-610-4250 (tel)
inquiry@beyondtrust.com
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